NudopmanuonHas naMATKa AJs1 00yYAHOLIUXCS
Nudopmanuonnas 6e30MaCHOCTD

C KaXIAbIM TOAOM MOJIOACKH B HMHTCPHCTC CTAHOBHUTHCA 6OJ'ILHI€, a
MKOJbHUKKM OJHH H3 CaMbIX AKTHBHBIX MOJIb30BaTEICH PYHCTa. MC}KI[y TCM,
IIOMHMO OTPOMHOI'O KOJIMYCCTBA BO3MO}KHOCTef/'I, HHTCPHCT HECCT U HpO6HCMLI. OTa
IHaMsTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOIHUTBCA B CCTH.

Komnwvromepuoie eupycoi

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX IPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOM SIBISIETCSI CHOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEAUTh WIH MOJHOCTBIO YHHUUYTOXHTh
BCe (pailsibl U TaHHBIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT HMEHU KOTOPOTO ObLIa
3amynieHa 3apaxkEHHas mporpamma, a Takke MOBPEIUTh WU JaKE€ YHUUYTOXKUTh
OIEPaIIOHHYI0 CUCTEMY CcO BceMM (haiiamu B 1eioM. B OosbIIMHCTBE ciiydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. Ucnonb3yil COBpEeMEHHBIC OIEPAIlMOHHBIE CHUCTEMbI, HUMEIOIINE
CEpBhE3HBIN YPOBEHb 3aLUTHI OT BPEIOHOCHBIX MPOrpaMM;

2. IlocTosstHHO ycTaHaBnuBai mnautu (IUQPOBBIE 3aIIATKH, KOTOPbIE
ABTOMATHUYECKU YCTAHABIMBAIOTCA C IEIbI0 JOPAOOTKHU MPOrpPaMMBbl) U
Ipyrue OOHOBIJIEHHS CBOEH OINepalMoOHHOM cucrteMbl. CkauuBaid uX
TOJBKO ¢ ouIIUaIbHOTO caiiTa pa3padbotunka OC, Ecnu cymiecTByer
PEXKUM aBTOMATUYECKOTO OOHOBJICHHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOEM KOMMBIOTEpE IO MpaBaMH TOJH30BATEINsA, a HE
aAMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX
MpOTpaMM MHCTAJUTUPOBATLCS Ha TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Vicnonb3yli aHTHUBUPYCHBIE MPOTPaAaMMHBIE TPOIYKTHI H3BECTHBIX

IIPOM3BOIUTEIICH, C aBTOMAaTHICCKUM OOHOBIICHHEM 0a3;

Orpannub GU3NIECKUH TOCTYN K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIUIL;

6. Ucnonw3yit BHemIHUE HOcUTeNnu WHGOPMAIMKM, Takue Kak (Quielka,
TUCK U daiia U3 UHTEPHETA, TOJIBKO U3 TPO(PEPEeHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (haWIbI, MTOTYyUYEHHBIE U3 HEHAIEKHBIX
MCTOYHHUKOB. Jlaxke Te (ailyibl, KOTOphIe TPHCTAT TBOM 3HAKOMBII.
Jlydiie yTOUYHH Y HETO, OTIIPABIISUT JIK OH TeOE uX.

Cemu WI-FI

WI-FI - 510 He Bu nepenaun 1aHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEH/I,
mapka. Eme B 1991 roay HuaepiaHickasi KOMITAHUSI 3aperUCTpupoBaja OpeH.
«WECA», uto o6o3Hauasnio cinoBocoueranue «Wireless Fidelity», koTopsrit
MEPEBOJIUTCS KaK «0eCIpOBOIHAS TOUHOCThY.

o

Jlo Harmiero BpeMeHu Jouuia Apyras abopeBuarypa, KOTopas sSBJISETCS TaKOu
ke TexHojorued. Ito abOpeBuarypa «WI-Fl». Takoe HazBanme ObUIO JaHO C
HaMEKOM Ha CTaHJapT BBICIINK 3ByKOBOU TexHUKU HBP1, uTto B mepeBoae o3Havaer



«BBICOKasA TOYHOCTB».

Jla, OecIiaTHBIM MHTEPHET-A0CTYI B Kade, OTEIIX U adpoIropTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B HHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO
obmenoctynusie WI-F| cetr He sSBISIOTCS O€30MaCHBIMHU.

CoBeThl 10 6e30macHOCTH padote B o0mieaoctTynHbix cetsax WI-FI:

1.

He nepenaBaii cBoro nuuHyro MHGOpMAILMIO Yepe3 OOIIEAOCTYIHbIC
WI-FI cetu. Paboras B HUX, )KeJaTeIbHO HE BBOAUTH MAPOJIH JOCTYTIA,
JIOTUHBI ¥ KAKWE-TO HOMEPA;

Hcnonb3yil 1 OOHOBISI aHTUBHUPYCHBIE TPOTrpaMMBbl U OpaHaMays3ep.
Tem cambiM ThI OOe3omacuiib ceOsi OT 3aKadyku BHpyca Ha TBOE
YCTPOWCTBO;

[Ipu ucnons3oBanuu WI-FI otkmoun @ynkmuio «O0mmii goctym K
daiinam u npuaTepam». JlaHHAS (QYHKIUS 3aKphITa MO0 YMOJYAHUIO,
OJIHAKO HEKOTOpBIE TOJIb30BATEIM AKTUBUPYIOT €€ I yao0cTBa
UCII0JIb30BaHUs B paboTe nuin y4eoe;

He ucnonwssyii nyomuunsii WI-FI q1s mepenadu JTHYHBIX JIaHHBIX,
HaAIMPUMED JIJIS BBIXOA B COLIMANIBHBIE CETH WITU a DJIEKTPOHHYIO MOYTY;
Ucnons3yil Tonbko 3ammuiieHHoe coeaunenue yepe3 HTTPS, a ne
HTTP, 1.e. npu Habope BeO-anpeca BBoau UMEHHO «https://»;

B mo6unsHOM Tenedone otkinroun ¢pynkiuto «Iloaxmouenue k WI-FI
aBTOMaTH4eCcKn». He momyckaidi aBTOMAaTHYECKOTO ITOIKITIOUEHUS
YCTPOMCTBA K CETSIM 06€3 TBOETO COTJIacHsl.

CoyuanvHvie cemu

CounayibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PaObOTAIOT
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucrpupoBan MuiMap 4eyioBek,
YTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalms, pa3sMeliecHHas UMH B COITMAJIBHBIX CETSAX, MOXKET
OBITh HaliJlcHAa W HCIIOJb30BaHAa KEM YTOJIHO, B TOM YHCIIE HE 00s3aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30IMMACHOCTH B COILIMATBHBIX CETAX:

1.

2.

Orpanuyb CIHUCOK JApy3el. Y TeOs B Jpy3bsiX HE JOKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

3amuiiail cBOK 4yacTHYIo ku3Hb. He ykasbiBail maposu, TenedoHsl,
azpeca, AaTy TBOErO POXKICHUS U JPYTyl0 JUYHYIO HH()OpMaIUIO.
370yMBIIUIEHHUKHA MOTYT MCHOJB30BaTh Ja)Xe MHPOPMALUIO O TOM,
KaK Thl ¥ TBOU POJIUTENH TJIAHUPYETE MIPOBECTU KAHUKYJIBI;

3amuinail CBOI pernyTaluio - JIepKU ee B YUCTOTE M 3ajaBail cede
BOIIPOC: XOTEeJ Obl ThI, UTOOBI JPYTHE MOJb30BATEIN BUACIH, YTO ThI
3arpyxaenisb? [Togymaii, mpexae 4em 4To-To OMmyOJIMKOBATh, HAIUCATh
U 3arpy3HTh;

Ecnu ThI TOBOpHILIB € JHOJbMH, KOTOPBIX HE 3HACIIb, HE UCMIOJb3YyH
CBOE peajbHOEe UMS W JAPYTYIO JIMUYHYIO WHOOpPMAIUU: HMS, MECTO
KUTEJbCTBA, MECTO YUeObI U MPOUEE;



5. U30erait pazmenienus portorpaduit B UnTepHere, rae Thl H300paxeH
Ha  MECTHOCTH, II0 KOTOpPOHl  MOXXHO  ONpEAETUTh  TBOE
MECTOTMOJI0KEHNUE;

6. Ilpu peructpanuy B COLMAIBHOW CETH HEOOXOIUMO HCIOJb30BATh
CIIO’KHBIE TIApOJIH, COCTOSIME U3 OYKB U IHPpP M C KOIUYECTBOM
3HaKOB HEe MeHee §;

7. JIns coumanbHON CETH, TOYTHI W JPYrHX CalWTOB HEOOXOIUMO
UCNOJb30BaTh pa3zHble napoiu. Torma ecau TeOs B3JIOMAaOT, TO
3OYMBIIUICHHUKH MOJIyYaT TOCTYI TOJBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

OnekmpoHHbvle OeHbeU

DNEeKTpOHHBIE J€HbIM — 3TO OYEHb YAOOHBIM CIOCOO IMIIaTeXeH, OJTHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOTYyYUTh 3TU JCHBTH.

SHeKTPOHHBIC ACHbI'a ITOABHUJIIMCH COBCCM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTI'HX I'OCYIapCTBax 0 CHUX ITIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccuu sxe onn (yHKIIMOHUPYIOT U O HUX YK€ IIPOIKMCAHO B 3aKOHE, 1€ UX
pa3AeIsItOT Ha HECKOJIBKO BUJIOB - AaHOHUMHBIE U HE aHOHHWMHBbIE. Pa3Huiia B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniacTcss MPOBOAUTH olepanuu 0e3
UJeHTU(UKAIINY TT0JIb30BATENs], @ B HEAHOHUMHBIX HJICHTU(DUKAIIUN TT0Th30BaTENS
SBIIETCS 0053aTEILHOM.

Takxke crnenyer pas3iMyaTh DSJIEKTPOHHBbIE (uaTHbIe JAEHBIU (pPaBHBI
rOCyJJapCTBEHHBIM BaJIFOTaM) U DJICKTPOHHBbIE He(dUaTHBIE JACHLIU (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cuery MOOWIbHBIA TenedoH. DTO caMblil yIOOHBIA U
OBICTPBI CIOCOO BOCCTAaHOBUTH JOCTYN K cyeTy. [IpuBs3aHHBIM
TenedOoH MOMOXKET, €clu 3a0y/Aellb CBOW IJIATEKHBIA Mapob WIH
3aiJIeIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit ogHopasoBbie mapoiu. [locie mepexoma Ha yCHICHHYIO
aBTOpH3aIMi0 TeOe yKe He OyneT yrpokarh OMACHOCTh KPaXXu WIIH
repexsaTa IIaTeXHOro napoJis;

3. Boibepu cnoxusblil naposs. [IpecrynHukam Oyznet He MPOCTO yraiaThb
CIOXHBIM Tapoib. HanmexHele maposu — 3TO MApPOJH, KOTOpHIE
colepkaT He MeHee 8 3HAKOB M BKIIIOUAIOT B Cce0Sl CTPOYHBIE U
POINUCHBIE OYKBbI, HU(PHI U HECKOJIBKO CHUMBOJIOB, TAKUE KaK 3HAK
noJuiapa, pyHTa, BOCKJIMIATEeNbHBIN 3HaK U T.1. Hanpumep, $tRONg!;;

4. He BBOAM CBOM JTUYHbBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.

3]Z€Kmp0HHaﬂ nouma

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHS U MPEAOCTABISIEMBIE €10 YCIYTH T10
MIEPECHUTKE U MOTYyUYEHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIC PACTIPEILISIIOTCS B
KOMITBIOTEpHOU ceTH. OOBIYHO SJIEKTPOHHBIA TIOYTOBBIM SIIUK  BBITJISIAT



CIIeyIOIKM 00pa3oM: UMsI_TIONIb30BaTeNss(@uMs_aoMeHa. Taxke Kpome nepeaadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD MepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacCHON paboTe C NEKTPOHHOU MOYTOM:

1.

Hano BeIOpath npaBMIbHBIN MOYTOBBIM cepBUC. B HMHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4Ile
JOBEPATH TEM, KOTO 3HAEIIb U KTO MEPBbI B PEUTHHTE;

He ykaswiBaii B jau4HOM moute JuuHyro uHbopmaiuoo. Hampumep,
Jy4iie BeIOpaTh «My3bIKaIbHBINA (aHaT@» unu «pok2013» BMecTo
«Temall3m»;

Hcnonb3yil ABYXATaHYIO aBTOPHU3aLUI0. DTO KOrJa MOMHUMO MapOJIs
HY>KHO BBOJIUTH KO/, MIPUCHUTaeMbIil 1o SMS;

Bri0Gepu ciioxHbIA maposib. [ KakI0ro moYTOBOTO AILIMKA JOJHKEH
OBITH CBOM HAJICKHBIN, yCTOWYUBBIN K B3JIOMY IapOJIb;

Ecan ects BO3MOKHOCTBH HamucaTb CaMOMY CBOM JIMYHBIA BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

Hcnonp3yli HECKOJIBKO IMOYTOBBIX AIMKOB. llepBwlii Mt 4yacTHOM
NEPENUCKHU C apecaTaMu, KOTOPBIM ThI TIOBEPSAEHIb. DTO SJIEKTPOHHBIN
a/ipec He HaJI0 MCMOIb30BaTh IIPU PErUCTpallMM Ha (OpyMax U calTax;
He otkpsiBail (aiiibl U Apyrue BIOKEHUS B MHCbMAX JIaXe €CIM OHU
IIPULUIA OT TBOUX Apy3eu. JIyule yTouHu y HUX, OTIIPABIIUIN JIM OHU
Tebe 3T (ailibl;

[locne oxoH4aHHWsi pabOTHI Ha MOYTOBOM CEPBHCE MEPEH 3aKPHITHEM
BKJIAJIKU C CAaTOM He 3a0y/b HAXKaTh Ha « BBIATIY.

Kubepoynnune unu eupmyanvrHoe uzoesameibCmeo

KubepOymmuHr —  mpeciieioBaHUE  COOOIIECHUSIMHU,  COJEpKalIUMU
OCKOpOIIeHMs, arpeccuio, 3aITyTUBAHUE; XYJIHUTaHCTBO; colMagbHOe
OOMKOTUPOBAHUE C TIOMOIILIO PA3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KUOESPOYIUTHHTOM:

1.

N

o

He Gpocaiics B 60it. JIyummii crioco0: MocoBEeTOBATHCS KaK ce€0s1 BECTH
M, €CIM HEeT TOro, K KOMY MOXXHO OOpaTUThCs, TO BHAYale
yCHOKOUThCS. Ecnum Thl HayHEmb OTBEYaTh OCKOPOJICHUSIMU Ha
OCKOPOJICHUSI, TO TOJIBKO €111e OOJIBITIE PAa30XKKEITh KOHDIUKT;
VYmpasnsii cBoeit kubeppemyraiuei;

AHOHUMHOCTB B ceTH MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

He cTout Bectn xynuraHckuid o0pa3 BUPTyallbHOM >ku3HU, IHTEpHET
buKcupyeT Bce TBOM JNEHUCTBUS M COXpaHSIET MX. YJalIUTh UX OyIeT
KpaiiHe 3aTpyIHUTEIIBHO;

Co0mro1ail CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit enuHnunbiii HeraTuB. OIHOPa30BbIE OCKOPOUTEIHHBIC
COOOIIeHHS JTy4Ille UTHOPUPOBaTh. OOBIYHO arpeccusi MpeKpaaeTcs
Ha HaYaJIbHOM CTaHMU;

ban arpeccopa. B mporpammax oOMeHa MrTHOBEHHBIMH COOOIIICHUSIMH,



B COLMAIBHBIX CETSIX €CTh BO3MOXKHOCTHh OJOKUPOBKH OTHPABKU
COOOIICHHI C ONpe/IeTIEHHBIX aJIPECOB;

8. Ecnu 1bl cBugeTenb kubOepOyiiauHra. TBOM JEHCTBHS: BBICTYIUTH
OpPOTUB TMpeciefoBarelisi, IoKa3aTh €My, 4YTO €ro JeHCTBUS
OLICHUBAIOTCSI HEraTHUBHO, MOJAJEPXKaTh KEPTBY, KOTOPOM HYKHA
NICUXOJIOTUYECKAsi  MOMOIIb, COOOMIUTH B3pOCHBIM O  (aKTe
arpecCUBHOIO MOBEJICHUS B CETH.

Mobunvhwiii meneghon

CoBpeMeHHbIe cMapT(OHBI U TIAHIIIETHI COJIEPKaT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMITboTepamMu. OHAKO, CPECTB 3aTUTHI IS TIOI00HBIX YCTPOUCTB MTOKAa OYEHb
Majo, TecTupoBaHUE U TTOUCK YSA3BUMOCTEHN B HUX MPOUCXOIUT HE TaK UHTEHCUBHO,
kak ju1s [1K, 1o e camoe kacaeTcs 1 MOOUJIBHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKH JIOTHAIIU
HACTOJIbHBIE AHAJOTH, OJIHAKO pacHIMpeHHe (QYHKIMOHAIAa BIIEYET 3a COOOM
OOJIBIIYIO CII0KHOCTh U MEHBIIYIO 3aIIUIEHHOCTb.

I[EU'IGKO HC BCC IIPOU3BOAUTCIN BBIITYCKAIOT 06HOBJ'I€HI/Iﬂ, 3aKPbIBAIOIINC
KPUTHUYCCKHUC YA3BUMOCTU JJII CBOHUX YCTpOﬁCTB.

OcHOBHBIE COBETHI Ji 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

1. Huuero He siBIsieTcs Mo-HacTosiieMy OecruiaTHbIM. Byis ocToposkeH,
BeJIb KOrJia TeOe mpeyiararoT OecriaTHbIM KOHTEHT, B HEM MOT'YT OBITh
CKPBITHI KaKue-TO TUIATHBIC YCIYTH;

2. lymaii, mpexnae dem oTmpaButh 8MS8, dhoto mmm Bumeo. Thl TOYHO

3HaeIlb, IJIe OHU OyAyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIsI MOOMIIBHBIX TeNIe()OHOB;
He 3arpyxaii mpuiioxeHuss OT HEM3BECTHOIO MCTOYHUKA» BEllb OHU
MOTYT COJIep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00eCTIeYeHHE;

6. Ilocime Toro kak TbI BBIWJCIIb C calTa, TJ€ BBOAWI JUYHYIO

UH(pOpPMaILIKIO, 3aiiI1 B HACTPOHKK Opay3epa u ynanu cookies;

7. Ilepuoanuecku MpoBEpsii Kakue IUIATHBIE YCIYTH aKTUBUPOBAHBI Ha

TBOEM HOMEDE;

8. [aBaii cBOi1 HOMEp MOOMIBHOTO TeeOHA TOIBKO JIHOJSIM, KOTOPBIX

ThI 3HACIIIb U KOMY JIOBEPSICIIIb;

9. Bluetooth momkeH ObITH BBIKIIFOUEH, KOT/Ia ThI UM HE TOJIb3yelbes. He
3a0bIBall HOT 1A POBEPATH ITO.

ok w

Online uepur

CoBpeMEHHBIE  OHJIAWH-UTPBl - O3TO  KPACOUHBIC, 3aXBATHIBAIOIIUE
pa3BiieueHus, OOBEAUHSIONINEG COTHH THICSY YEJIOBEK MO Bcemy mupy. Urpoku
UCCJIENYIOT JaHHBIA KM MHp, OOIIAIOTCS APYT C APYTOM, BBIMOJHSIOT 3a7aHUs,
CpakaloTCsl ¢ MOHCTPAMHM U TMOJYYalOT OMNBIT. 3a YAOBOJILCTBUE OHU ILIATST:
MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OIIIIHH.



Bce 3T cpeacTBa uayT Ha MOAJIEPKAHUE U PA3BUTHUE UTPHI, 4 TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naT4yu (LU@pOoBbIE 3aIIaTKU ISl IPOTPaMM ), 3aKPhIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no100HbBIX UTpax CTOUT OMACATHCS HE CTOJILKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpU3AIUU OOJBIITMHCTBA
urp.

OCHOBHBIE COBETHI 110 O€30MMaCHOCTH TBOETO UTPOBOI0 AKKAYHTA!
1. Ecnu npyroii Wrpok BemeT ce0s IJI0XO0 WIM co3laeT Tebe
HEMPUSATHOCTH, 3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Tloxanyiics agMUHHCTpaTOpaM HIphl Ha IUJIOXO€ MOBEACHHUE ATOTO
WUTPOKA, KEJNATENbHO IPUIIOKUTh KaKHE-TO JOKa3aTelbCTBA B BHUIE
CKpHHOB;

He yxa3biBail TnuHyr0 nH(GOpMAIIIO B Ipodailie Uurpsl;

YBaxkal Apyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBail HeouumanbHble TAYTU U MOJBL;

Hcnosnb3yii CII0KHBIE U pa3HbIE ITapOJIH;

Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYAaTh aHTUBUpPYC. [Ioka ThI
UIpaelllb, TBOM KOMIIBIOTEP MOT'YT 3apa3UTh.

No ko

Duwune unu Kpasica TU4HblX OaHHbIX

OObIuHOM Kpaxceﬁ ACHCT U JOKYMCHTOB CCTOAHA YK€ HHUKOI'O HC YAHWBHUIID,
HO C PpPa3BUTHCM I/IHTepHCT-TeXHOHOFI/Iﬁ 3JIOYMBIOIJICHHUKHU TICPEMCCTUIINCL B
HHTCPHCT, U IIPOJOJIKAIOT 3aHUMATbCA «JTIOOMMBIMY ACIIOM.

Tak mosBHMIach HOBas yrpo3a: WHTEPHET-MOIICHHHYSCTBA WM (DUIIMHT,
rJIaBHAs IeJdb KOTOPOTO COCTOUT B IMOJYYCHHH KOH(DHICHIIMAIBHBIX JaHHBIX
I0JIb30BaTeJ I — JIOTMHOB W mapoJieli. Ha anrnmiickoM si3bike phishing uuraercs
kak uimmHr (ot fishing — pe1OHas 0B, PaSSWOrd — mapoJib).

OcHOBHBIE COBETHI IO 00pHOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mo/103peBaeliib, 4TO TBOSI aHKETa
OblIa B3JI0MaHa, TO HEOOXOJMMO 3a0JIOKUPOBaTh €€ W COOOIIUTH
aJIMMHHCTpaTOpaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonp3yit Oe3omacHble BeO-CaiiThl, B TOM 4YHCJE, HWHTEPHET-
Mara3uHOB U MMOMCKOBBIX CHCTEM;

3. Hcnonw3yii crnokHbIe 7 pa3Hble mapoiu. Takum oOpa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH TOTy4YaT JAOCTYI TOJBKO K OJHOMY
TBOEMY NMPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3nOManW» TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE T0OABJIEHBI Y TE€0S B APY3bsiX, O TOM, YTO TeOs
B3JIOMAJIA ¥, BO3MOXKHO, OT TBOETO MMEHH Oy/IEeT pacchliaThCs CliaM U
CCBIJIKM Ha (PUIIMHTOBHIE CANTHI,

Ycranosu Hagexubii apodib (PIN) Ha MOOMIBHBIN TenedoH;
OTkirouM coxpaHeHue mapoJs B Opaysepe;
7. He oTkpbiBaii (aiisibl U ApyrUe BIOXKEHUS B MUCbMAaX )K€ €CIM OHU

MPUILLIH OT TBOUX Apy3ei. Jlydie yTouHu y HUX, OTHPABISUIA JTU OHU

I



Tebe 3TU (ailsibl.

Lugposas penymayus

[udposas peryTaius - 3T0 HEraTUBHAS WU MTO3UTHUBHAS HH(OPMAIHUS B CETH
o tebe. Kommpomerupyromass uHbopmalus pa3MelleHHass B MHTEPHETE MOXKET
CEepbEe3HBIM 00pa30oM OTpa3uThCcsl Ha TBOeW peanbHOM xku3HU. «L{udposas
pernyTarus - 3T0 TBOM UMUK, KOTOPBIA (hopMupyercs u3 uHpopMaluu o Tede B
UHTEpHETE.

TBoe MecTO IKHTEIbCTBA, Y4eObl, TBOEC (UHAHCOBOEC IIOJIOKEHUE,
O0COOEHHOCTH XapakTepa M paccKa3bl O OJIM3KUX - BCE 3TO HAKAIUIMBACTCS B CETH,

MHorue noApOCTKH JETKOMBICIEHHO OTHOCATCS K NyOJMKALMH JUYHOU
uH(popmanuu B MHTEepHETE, HE MOHUMAasE BO3MOXHBIX MociencTBuil. Tol qaxe He
CMOXeEITb J0rafaThcsi 0 TOM, 4To (hoTorpadusi, pazMelieHHas 5 Jer Ha3aj, cTaja
NPUYUHON OTKA3a MPUHATH T€0S Ha paloTy.

KommenTapuu, pazmenienue TBoux ¢Gotorpaduit u gpyrue IeUCTBUS MOTYT
HE UCUYE3HYTh JIaKE MOCIE TOr0, KaK Thl X yJadullb. Thl HE 3HACHIb, KTO COXPAHUII
3Ty MH(OpMaIIKIO, ITOTNaa JIM OHA B IOMCKOBBIE CUCTEMBI M COXPAHMIIACh JIU OHA, a
IJIaBHOE: UTO MOJAYMAIOT O Te0€ OKpY KaroIee 01, KOTOPhIE HAUIYT U YBUJIST 3TO,
Haiitu uHpOpManuio MHOTO JIET CIYCTS CMOXET JI00OW - Kak u3 J0OpBIX
noOyXICHHH, TaK U C HAMEPEHUEM MPUUUHUTD Bpel. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM pEMyTaALNU:
1. Tlomgymaii, mpexzae 4em 4To-TO NMyOJMKOBaTh M NEepenaBaTh y ceOs B
0J10re MM B COITMAILHOMN CETH;
2. B Hactpoiikax mpoQuiis yCTaHOBH OTPAaHUYEHHs HA TPOCMOTP TBOETO
NpOQUIISI U €r0 COAEPKUMOr0, CAENal ero TOIbKO «JUJIsl APY3Eh»;
3. He pasmemiaii u He yka3wpiBail MHQOpMAIMIO, KOTOpas MOXKET KOII-
100 OCKOPOJISATh WJIU OOUKATh.

Aemopcxoe npaeo

CoBpeMeHHbIE  IIKOJbHUKH-  aKTHUBHBIE  IOJb30BaTE€Id  IHU(PPOBOrO
npoctpancTBa. OHAKO JajieKko HE BCE 3HAIOT, YTO IMOJh30BAHUE MHOTHUMU
BO3MOXKHOCTSIMH  Iu(ppoBOoro  Mupa  TpeOyeT  CcOONIOJCHHS  TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTHY» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSM YEJOBEUYECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHHH M 3HAKOB,
0003HayaroIUx COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKQJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - ATO MpaBa HA HMHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MPOU3BEJCHUSI HAYKH, JTUTEPaTyphl U MCKYCCTBAa aBTOPCKME MpaBa BBHICTYNAIOT B
KAaueCTBEe TapaHTHUHM TOTO, YTO HHTEIUIEKTYalbHBIM/TBOPUECKUNA TPYJ aBTOpa HE
OyIeT HampacHbIM, JAacT €My CIpaBeJIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbrarax  CBOEr0  TPyJa, IOJYYUTh  M3BECTHOCTb M IPU3HAHUE.
Hukro 0e3 paspemieHuss aBTopa HE MOXET BOCIPOM3BOJIUTH €r0 IMPOU3BEACHUE,



pacmpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MPOJABaTh, HUMIIOPTUPOBATD,
IycKaTb B MPOKAaT, MyOJIMYHO HCIOJIHSTH, [MOKa3bIBATh/UCIOIHATE B 3(UpE WIH
pa3smemars B MHTEpHETE.

Hcnonb3oBaHne «MHUPATCKOro» MPOrPaMMHOIO  OOECIICUEHUS MOXKET
NPUBECTH K MHOTMM pHCKaM: OT MOTepU JaHHBIX K TBOMM AaKKayHTaMm [0
OJIOKUPOBKU TBOETO YCTPOMCTBA, I/ YCTAHOBIICHHBIN He JierajibHas mporpamma. He
CTOUT Tak»e 3a0bIBaTh, YTO CYLIECTBYET JieTalbHbIe M OECIIaTHbIE MPOrPaMMBbl,
KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBru4OK.p( - TBOI INIaBHBIN COBETUYHK B CETH. 3/1€Ch Thl MOXEIIIb y3HATH O
0€30MacCHOCTH B CETHU IMOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & NP BO3HUKHOBEHHH
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM, A TakKe MPUHATH ydacTHUE B
KOHKYpCax M CTaTh CaMbIM HU(POBBIM I'PaX TaHUHOM !



